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1. Introduction

The following training covers the basic functionalities of the NACVIEW system. It allows you to learn how to
use the system interface and verify the correct operation of the configured services.

The training documentation contains all aspects that are necessary to implement a fully operational system in
the organization to secure access to the internal network.

1.1. Description of the NACVIEW system

The NACVIEW system is a tool for the user and devices access management to the network. It allows you to
control end devices and identities, that try to access network resources from both wired and wireless
networks, as well as via VPN.

Access policies are created using a simple interface. All events are available in a graphical form, and this results
in clarity and transparency in monitoring all activity of individual users and devices in the network.

The NACVIEW system can be implemented in already existing networks, thanks to the possibility of integration
with external systems (e.g. with AD or with its own PKI structure implemented). On the other hand, built-in
servers (e.g. own CA server, DHCP server, internal user database, etc.) are a great solution for emerging
networks where the network infrastructure still needs to be implemented.

Moreover, the NACVIEW system enables the management of network devices on which authorization is
carried out. Thanks to this, the administration of the entire network infrastructure is possible within one
platform.

1.2. Installation

1.2.1. Remote connection to the training environment

Connect your computer via VPN connection to the NACVIEW training environment. Download
FortiClientVPNOnlinelnstaller.exe and install. Configure the credentials for the connection according to the
received data (Note - in the Username field, enter the correct username for the given environment). A
computer restart may be required for the program to work properly.

Upzgrade to the full version to access additional features and receive technical support.

Edit VPN Connection
veN [ o | i)

Connection Name [NACVIEW |

Description ‘ |

Remote Gateway [szkolenia nacview com | =

+Add Remote Gateway

Customize port

[ Enable Single Sign On (S5O} for VPN Tunnel

Client Certificate [None v

Authentication () Promptonlogin ) Save login

Username [szkoleniexx |
[ Enable Dual-stack IPv4/IPv6 address

] m
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In the next step double-click the blue FortiClient icon in the tray, enter the password and start the connection
with the Connect button.

@ FortiClient - X
File Help

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

VPN Name NACVIEW v

Username szkolenieXX

Password |

Save Password |:| Auto Connect D Always Up

1.2.2. CLl installer

Launch a web browser and connect to PROXMOX (access data in table 1.4). Enter the address
https://10.XX.166.9:8006 (login: admin, password: NACVIEW_SZKOLENIE22). After logging into PROXMOX, go
to the XX-MS host (NACVIEW system master). Then call up the console and log in to the system using the
details below.

Default system login details:
- Login: admin

- Password: NACVIEW

The installer main menu should appear on the screen. Select the Settings option by entering the appropriate
number from the menu:

NACVIEW VM appliance 2.3.15

. Settings

. Change admin password

. Maintenance

. Directory Services (e.g. LDAFP, AD)

. NACVIEW update installer
. Exit

Choice [ 1 - 4, 0 ]

NACVIEW system manual “‘f;“*
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Complete the displayed form with the following parameters:
- Hosthame: master

- IP address: 10.XX.166.4

- Netmask: 24

- IP default gateway: 10.XX.166.1

- Nameserver: 10.XX.166.2

- NTP addresses: 10.XX.166.2 162.159.200.123

- PROXY address: (none)

Once the set parameters get confirmed with the Enter button, a summary will appear on the screen. If all
the details are correct, enter ‘y’ and confirm your answer again with the Enter button. Exit the installer by
typing ‘y’ and confirming with Enter.

1.2.3. The web installer

After completing the installation process using the CLI installer, log in to the web installer and complete the
system installation. To do this, use the IP address, administrative account login and password defined in the
CLI configurator.

In the browser window, enter: https://10.XX.166.4

Default system login details:
- Login: admin@nacview.com

- Password: NACVIEW

(EDNACVIEW your network - your rules

AUTHORIZATION

NACVIEW 2.3.17

After logging in, this window with the web installer menu will appear. To go to the Web Installer, click System
installation.

NACVIEW system manual
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Logout

select the installation mode you want to run,
Another system node mode should be selected for system node Installation or for HA instance installation

System installation

System restore

Another system node

Click the License button, then License Request. Complete all fields of the displayed form and save the entered
data. Note - if you already have a license file (e.g. received for training purposes) - install it. Do not fill out the
form below, just upload the received file as shown on the next page of the instruction.

Start License System Settings

LICENSE REQUEST

In the NACVIEW system, the license is generated by the Vendor based on the information provided by the Customer in
the License request form. The data file should be downloaded and send to the e-mail address: request@nacview.com.
The next step is to upload the received license file.

Customer*
VATIN®
Country name*
State®

City*

Postal code™
Address®
E-mail*

Phone number®

Contact person®
Contact person E-mail*

Contact person phone number®

Download the completed form. Next, upload the license file to the system. To do this, click License installation
and select the appropriate file from the disk:

NACVIEW system manual
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K B

LICENSE INSTALLATION

Select the license file for installation.

License file* Wybierz plik | Nie wybrano pliku

Now click: Confirm. After the license key has been correctly installed, the status: configured should appear
next to the License installation button. Return to the System Installation window.

The last stage of configuration is the system settings. Here you can specify the default language of the
NACVIEW system, and also you can select the time zone in which the system will operate.

Start License System Settings

SYSTEM SETTINGS

Language* english hd

Timezone* London v

After all setup steps get completed, the Summary button will get unlocked. The summary window will
display the information configured in each step. If everything is correct, click Install. The installation process
may take approximately 10 minutes. Do not turn off the machine during your installation.

NACVIEW system manual
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1.3. The connection structure of training environment
1.3.1. The diagram

T GES GE3 GE2 GE1\\
*
. [ A A
e 'f (\ WEE //MF\C //sne
Cisco C1000 WY /
N \\ [ S
T'W S
— ' / —
f/ Q NT2 NTT '\1
VM VM
- \ @ L]
o) ADDNS\ \ 2 iﬂm//.winn
: vSwitch < ; %
: FortGate

ESXi

\ !

1.3.2. Adressing

INEPAYE! Adres IP

Cisco C1000 (Gateway) 10.XX.166.1
alpha.enterprise.test (AD / DNS, XX-DC) 10.XX.166.2
HA IP Address VRRP 10.XX.166.3
NACVIEW HA Master (XX-MS) 10.XX.166.4
NACVIEW HA Slave (XX-SL) 10.XX.166.5
beta.enterprise.test (XX-CA) 10.XX.166.6

PROXMOX virtualization server 10.XX.166.9:8006

FortiGate (XX-FTG) 10.XX.166.21

NACVIEW system manual
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Authorization ||
Authorization V

CP L2
CP L3

Guest Network

10.XX.166.1/24
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10.XX.96.1/24
10.XX.104.1/24
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1.4. The access data

RADIUS TACACS+
Password IP Address SNMPv2
Secret Secret
NACVIEW WEB LOGIN admin@nacview.com NACVIEW 10.XX.166.3 - - -
NACVIEW SSH LOGIN admin NACVIEW 10.XX.166.3 - - -
) - NACVIEW
Domain Controller: administrator@
SZKOLENIE 10.XX.166.2 - - -
ENTERPRISE enterprise.test )
. NACVIEW NACVIEW _ NACVIEW_
Network Device: ) )
X . admin SZKOLENIE 10.XX.166.1 SZKOLENIE ~ NVPrivate  SZKOLENIE
(Cisco C1000, FortiGate)
22 22 22
Test User
ENTERPRISE\ NACVIEW_
(OU Reserach and SZKOLENIE - - = =
TesterR&D
Development) 22
NACVIEW
Test User ENTERPRISE\ -
. SZKOLENIE - - - -
(OU NetworkOperations) TesterNO 29
NACVIEW
Test User ENTERPRISE\ -
. SZKOLENIE - - - -
(Accounting Group) AccountantOne 59
NACVIEW_
Hypervisor PROXMOX admin SZKOLENIE ~ 10.XX.166.9:8006 - NVPrivate -
22

2. Wizards

2.1. External certificate

Click on the Wizards button E (top bar of the screen). From the expanded list of wizards, select CA
Certification Authority, and then click button: Create New. In the next window, select: External CA CSR.

Click Edit configuration and fill out the form with the following details:

- Active: Yes

- Isit default: No

- Active for objects: No

- Used for WWW: No

- Is OCSP active: No

- Is SCEP active: No

- URL for CRL: http://beta.enterprise.test/CertEnroll/enterprise-BETA-CA.crl

Now save your settings.

NACVIEW system manual 10
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Certificate files

Generation of a CSR file with a request to sign the certificate.

W5 CA certificate chain No file
W5 server certificate No file

Private key is not configured

CSR Configuration (Certificate Signing Request)

£ Backto the list

After the certificate file gets imported, the colour of the frame will change to green and information about the

uploaded file will get displayed.

Now start from the setting up certificate signing request (click the last button in the red marked list):

CSR CONFIGURATION (CERTIFICATE SIGNING REQUEST)

Name* | nacview.enterprise.test
Country name (two signs)* | PL
Region* | Greater Poland
City* | Poznan
Organization name*  NACVIEW Enterprise
Organizational Unit of PKI server® | Headquarters
E-mail* | administrator@enterprise.test

Subject alternative name 10.12.166.4

A

Click on the + button to add phrase to the list.

Confirm Return

Click now Confirm (at the bottom of the screen). Your next step is to sign CSR. To do this, download the CSR
using the CSR Download button.

NACVIEW system manual
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CSR CONFIGURATION (CERTIFICATE SIGNING REQUEST)

Country code PL
Region  Greater Poland
City Poznan
Organization name  NACVIEW Enterprise
Organizational Unit of PKl server  Headquarters
Name nacview.enterprise.test
E-mail administrator@enterprise.test

Subject alternative name
10.12.166.4

& CSR download Edit configuration Summary

Then go to http://beta.enterprise.test/certsrv (http://10.XX.166.6/certsrv) and select: Request a certificate. If
the website requires login details, enter login: ENTERPRISE\Administrator and password:
NACVIEW_SZKOLENIE22

Welcome

Ui this Web site i request a coticate for your Web biowser, e-mal chent, or other program. By using a certficate, you can verly your identity 1o people you with over the Web, messages, and,

e YOU request, e
¥ou can sl use this Wb site o dowslosd a certficate or cortficat {ERL), o t0 view the status of a pending request

For mone information about Actrve Directory Certficate Senvices, see Actye Directory Certcate Serdces Documentation
Select a task:

Eeuest o cenficote
Viesh the status of 8 eending celilicate recuest
Downdoad o CA cerificate. ceribcate chain_or CRL

Among the displayed options select: submit an advanced certificate request.

Request a Cerificate

Seloct the cortilcate hype:
Usier Cenificane

On_ st an pchncad cenifans nguss)

Paste the content of the downloaded CSR into the Saved request - it can be opened, for example, using the
Notepad++ tool. Next, from the list of accessible certificates, select: Web server and save it with the Submit
button. The obtained certificate should be downloaded in the Base64 format.

The centifcatie you requested was isssed 10 you
DER encoded or & Base 64 encoded
fe=) Donmiond ceritcate
B D

Exit the certificate request window with the Summary button. You can obtain a CA certificate by going to:
http://beta.enterprise.test/certsrv (http://10.XX.166.6/certsrv) and select:

Download a CA certificate, certificate chain, or CRL. And next, select the certification authority
(pki.enterprise.test) and Base64 encoding. Download the certificate using the Download CA certificate
button. Then add the appropriate files to the system (at the bottom of the window) by the following paths:

Server certificate — Select file — Upload files — Summary
CA Certificate chain — Select file — Upload files — Summary

After all the files have got successfully uploaded, the Confirm configuration button should appear at the
bottom of the window. Press it to install the files. The system will set the required parameters within 5
minutes.

NACVIEW system manual 12
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In order to complete your changes, go back to the CA Certification Authorities wizard and click: Install
Configurations in the upper right corner. In the newly opened window, press: Apply configurations. Wait
about 10 minutes for the changes to take effect.

2.2. HA cluster

Now go to the second NACVIEW node (XX-SL

NACVIEW VM appliance 2.3.15

. Settings

machine). Verify that the network interfaces are
connected to the appropriate networks:
Resources, CPL2, and SPAN.

Then log into the console. Select the Settings

. Change admin password
. Maintenance
. Directory Services (e.g. LDAP, AD)

. NACVIEW update installer

. Exit

option by entering the appropriate number from Choice [ 1 - 4, 0 ]

the menu.

Complete the displayed form with the following
parameters::

- Hostname: slave

- IP address: 10.XX.166.5

- Netmask: 24

- IP default gateway: 10.XX.166.1

- Nameserver: 10.XX.166.2

- NTP addresses: 10.XX.166.2 162.159.200.123

- PROXY address: (none)

After you get your set parameters confirmed with Enter, the summary will appear on the screen. If all the
details are correct, enter ‘y’ and confirm your answer again with the Enter button. Exit the installer by typing
‘y" and confirming with Enter.

Now go to the NACVIEW system. From the list of wizards, select HA Cluster. Go to editing and add the
configuration for the Slave node. To do this, click button Create new and complete the form with the following
data:

- IP address: 10.XX.166.5

- Node type: HA

- Login: admin

- Password: NACVIEW

- Timezone: Warsaw

- DNSIP: 10.XX.166.2

- VRRP IP address: 10.XX.166.3
- VRRP subnetwork prefix: 24

Save your set values. To upload changes to the system, press the Apply configuration button. The system will
set the required parameters within 10 minutes.

NACVIEW system manual 4441;4,
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2.3. The system profile

From the wizards list, select Profiling. Now go to editing. Complete the form. To the List of modules add:
RADIUS, AD, CDP/LLDP, VENDOR OUI, DHCP Fingerprinting and also HTTP/S.
Now complete the remaining fields:

- WMl login: administrator@enterprise.test (set also in: WinRM login and ONVIF login)

- SNMP secret: NVPrivate

- WMI password: NACVIEW_SZKOLENIE22

PROFILING WIZARD

Modules* Available options Selected

SNMP DHCP Fingerprinting
TCP HTTR/S
NMAP . Vendor OUI
=
WM CDP/LLDP
DNS AD
SPAN DHCP RADIUS
s
MDM Modules Available options Selected
Airwatch -
IBM Maas
Mobilelren
=g
Microsoft Intune
Google Workspace
CheckPoint
Famoc e
Subnetworks to scan for system profile n

Click on the + button to add phrase to the list.

WMI login*  administrator @enterprise.test

] Change/set password

WinRM login*  administrator@enterprise.test

ONVIF login* | administrator@enterprise.test

Save your set values. To upload changes to the system, press the Apply configuration button. The system will
set your required parameters within 10 minutes.

2.4. Monitoring settings

From the wizards list select Monitoring. Now go to editing. Complete the form with parameters related to the
port overload:

- Authorization load: 2
- Load of the input port: 85
- Load of the output port: 85
- Monitoring refresh time: 5
- Master node monitoring: Yes
- Database service monitoring: Yes
- Radius and DHCP service monitoring : Yes
- Events archive service monitoring: Yes
Set the other values as shown in the picture below.

NACVIEW system manual 14
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MONITORING CONFIGURATION WIZARD

Authorization load 2
Load of the input port 85

Load of the output port 85

® © © ©

Node on which monitoring is running -
Event log maxage | 1menth v
Monitoring refresh time (Minutes) | 5 v
RRD file max age | 2 months v
Delete invalid RRD files
RADIUS transaction latency | 5000

RADIUS transaction amount per second 500

]

SNMP v2 communication key for the system node  private

Processors overload 280

Memory overload 70

Storage overload 30

e © © 9

Database connections overload 80

Master node monitoring

<]

Database service menitoring

a

Radius and DHCP service monitoring

a

Active Directory service monitoring

a

Events archive service monitoring

<]

Save the set values. To upload changes to the system, press the Apply configuration button. The system will
set the required parameters within 10 minutes.

2.5. Active Directory
2.5.1. Active Directory configuration

From the list of wizards, select LDAP/AD Directory Services. Click Create new . Complete the form by providing
the data according to the table below:

Name Enterprise
Active Yes

Is default Yes

Is default for VPN No

Is default for OTP No

NetBIOS name ENTERPRISE

DNS domain name

Domain names or IP of AD servers
DNS IP

Allow LDAP referrals

Is exclude id in hostname

PKI CA

NACVIEW system manual
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Save your set values. To upload changes to the system, press the Install configuration button. The system will
set the required parameters within 5 minutes.

2.5.2. The Command line (CLI/SSH)

Open the XX-MS machine's command line. As the admin user (password: NACVIEW), select Directory Services
(e.g. LDAP, AD), then Directory Services (e.g. AD), and finally the appropriate domain (ENTERPRISE). Start the
service by providing the credentials to add the system to AD: umozliwiajgce dodanie systemu do AD:

- Login: Administrator

- Hasto: NACVIEW_SZKOLENIE22
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kacper@White: ~

Bare in mind that you need to check if the node configuration needs its update on the master

server, then repeat the same steps for the second node (slave). Machine XX-SL.

3. Administration

3.1. SMTP configuration

From the list of wizards, select the SMTP option and proceed to editing the form. Complete it with the
following data:

- Sender's name: NACVIEW System

- Sender’s e-mail: szkolenie22 @nacview.com

- Connection protocol: SMTP

- Mail server: poczta.nacview.com

- Username: szkolenie22@nacview.com

- Password: Nv_SZKOLENIE22

- Authorization type: login

- Connection port: 587

- Encryption: TLS
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Save your set values. To upload changes to the system, press the Install configuration button. The system
will set the required parameters within 5 minutes.

3.2. System configuration

From the main menu, select System configuration (Administration section). In the Basic configuration section
on top, click Edit. Complete the form with the following data:

- Default Identity prefix: user_

- DNS primary server: 10.XX.166.2

- Notifications for administrators: admin@nacview.com

- Sending notifications: month before

- Default interval for events history search: 1 week

- DHCP events retention time: 2 years (you will find in section delow: + Events retention time)

Now save your set values.

3.3. Admin accounts

From the main menu, select Administrator Accounts (Administration section). Click Create new to create a
new account. Complete the form with data for account 1 from the table below. Save your settings. Now do
the same for accounts number 2 and 3 from the table:

Administration

Account

Authorization

Local database Local database Local database
server
Login sekretariat audyt netAdmin
Password NACVIEW2022 AUDYT2022 NVNET2022
Name Konto Konto Konto
Surname Sekretariatu Audytoryjne NOC
E-mail sekretariat@enterprise.test audyt@enterprise.test noc@enterprise.test

3.4. Admin groups

From the menu select Administration groups (Administration section). Click Create new. Complete the form
with data for account 1 from the table below. Save the settings. Repeat for accounts number 2 and 3 in the
table:
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Administration

Group

Name

Roles

Administrator

accounts

Detailed
permissions

Sekretariat

Voucher accounts creating
Voucher accounts deleting
Voucher accounts displaying
Voucher accounts editing

Voucher accounts preview
window access

Standard Identities creating

Standard Identities deleting

Standard Identities displaying

Standard Identities editing

Notifications admin

sekretariat@enterprise.test

|dentities:
e C(reate
e Preview
o Edit
e List
Endpoints
e Preview
e List

Audyt

Notification admin

Audit of administrators
admin

audyt@enterprise.test

NOC

Notifications admin
IPv4 addresses admin
Network devices admin
Ports admin
Subnetworks admin
VLANs admin

WiFi networks admin
MAC addresses admin

Administrator accounts
admin

Administration groups
admin

System events access
DHCP events access

Authorization events
access

Activity access

noc@enterprise.test

After you have set the above-mentioned roles for administration groups, log out of the NACVIEW

administration panel and log in to individual accounts in order to verify permissions.

NACVIEW system manual
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3.5. Device credentials

From the main menu, select Device credentials (Administration section). Click Create new and complete the
form with credentials 1 from the table below. Save your set values. Now repeat steps for credential 2, 3 and

Name SNMPv2 SNMPv3 cisco-SSH

Login private NVUser admin admin

Password NVPrivate  NACVIEW_SZKOLENIE ~ NACVIEW_SZKOLENIE22 ~ NACVIEW_SZKOLENIE
22 22

Custom -oKexAlgorithms=diffie-

Cul hellman-group-exchange-

shal,diffie-hellman-
groupl4-shal -o

configuration

HostKeyAlgorithms=ssh-rsa
SNMPv3 Authorization level: AuthPriv,
- options Authorization encryption: SHA,

Connection encryption: DES,
Encryption key: NACVIEW_SZKOLENIE22

NEW CREDENTIALS

Name* | SNMPv3

Login | NVUser

& Change/set password

Description

Custom CLI configuration (-]
P
Active
- SNMPv3 - options
Authorization level | authPriv A
Authorization encryption | SHA v
Connection encryption | DES A4

Encryption key esessccssssssssesss

Encryption key - repeat | sssssssssssssssssss
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3.6. Object groups

From the main menu, select Object groups (Administration section). Click Create new. Complete the form by
entering the names in turn:

- Computers,

- Employees,

- Accounting,

- Managers,

- Junior Network Engineers,
- Senior Network Engineers,
- MAC addresses,

- Printers,

- Network devices,

- VoIP Phones.

4. The network
4.1. Subnets
4.1.1. Subnets adding

From the main menu select Network IPv4 (Network section). Click Create new and complete the form with
subnet 1 details from the table below. Save the set values. Repeat the same for 2-7 subnets.

Name NET_166 NET_80 NET_88 NET_126

Name displayed 10.XX.166.0/24 10.XX.80.0/24 10.XX.88.0/24 10.XX.126.0/24

on subnets map

Network address 10.XX.166.0 10.XX.80.0 10.XX.88.0 10.XX.126.0

Subnets mask 24 24 24 24

DHCP enabled No Yes Yes Yes
s

Name NET_96 NET_104 NET_120

Name displayed 10.XX.96.0/24 10.XX.104.0/24 10.XX.120.0/24

on subnets map

Network address 10.XX.96.0 10.XX.104.0 10.XX.120.0

Subnets mask 24 24 24

DHCP enabled Yes Yes Yes
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4.1.2. DHCP configuration

In the list of subnets find: 10.XX.80.0/24. Now click on the row s (in whichitis) and select Edit. Expand the
form by clicking +DHCP (in the lower left corner):

- DHCP enabled: Yes
- Lease time: 1800
- Monitoring DHCP: Yes
- DHCP usage warning level: 85
- DHCP decline warning level: 5
- Link endpoint with identity: No
Save your set values. After you got your changes saved, the DHCP server is already operational.

Open the subnet view window by clicking on ® . Press ®~ and select: DHCP options. Click: Add and
complete the form fields as follow:

- Parameter key: DHCP-Name-Service-Search
- Value: enterprise.test

- Key to parameter connector: =

- Active: Yes

Now save your set values.
In the next step, find in the list of subnets: 10.XX.96.0/24. Click on - ( the row where it is in) and
then select Edit. Expand the form by clicking +DHCP (in the lower left corner).

Please be mindful that here you need to set the DHCP Lease time to a very short one, eg 30. Network
10.XX.96.0/24 is the network for Captive Portal connection.

4.1.3. |P addresses allocation

From the main menu, select IPv4 addresses (the Network section). Select the addresses: from 10.XX.80.10 to
10.XX.80.20 (from the subnet 10.XX.80.0/24), click on Group actions and select Make static assignment.
Repeat this for all other networks running DHCP.

4.2. VLAN

Select VLANs from the main menu. Click Create new and complete the form by entering VLAN 1 data from the
table below. Save your set values. Repeat this for VLANS: 2 - 7.

TR IR T - O N - N

Name Authorization  Authorization  Authorization CP L2 CP L3 Guest Resources
| Il Vv Network

Tag 80 88 126 96 104 120 166

Color Any value Anyvalue  Anyvalue  Anyvalue Anyvalue Anyvalue Any

identifier value

Subnetworks NET_80 NET_88 NET_126 NET 96  NET_104 NET_ 120 NET_166
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4.3. Network devices
4.3.1. Cisco C1000 switch
Configure your network device. To do this, log in to the C1000 using the SSH client as admin, specifying IP:

10.XX.166.1.
e SNMPv3

configure terminal

snmp-server enable traps

snmp-server group NVGroup v3 priv context vlan- match prefix

snmp-server group NVGroup v3 priv write vldefault

snmp-server ifindex persist

snmp-server trap-source vlian 166

snmp-server source-interface informs vlian 166

snmp-server source-interface traps vlan 166

snmp-server user NVUser NVGroup v3 auth sha NACVIEW_SZKOLENIE22 priv des NACVIEW_SZKOLENIE22
snmp-server host 10.XX.166.3 inform version 3 priv NvUser

snmp-server host 10.XX.166.3 traps version 3 priv NvUser

e RADIUS

configure terminal

aaa new-model

radius-server vsa send authentication

radius-server vsa send accounting

aaa group server radius NVRadius

server-private 10.XX.166.3 auth-port 1812 acct-port 1813 key NACVIEW_SZKOLENIE22
ip radius source-interface vlian 166

exit

aaa authentication dotlx default group NVRadius

aaa accounting dotlx default start-stop group NVRadius
aaa authorization network default group NVRadius

dotlx system-auth-control

e Change of Authority (CoA)

configure terminal

aaa server radius dynamic-author

client 10.XX.166.3 server-key NACVIEW_SZKOLENIE22
port 3799
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e SYSLOG

configure terminal

Togging host 10.XX.166.3

logging source-

Togging on

interface vlan 166

e Port configuration - 802.1x + MAC

configure terminal

interface gigabitEthernet 1/0/1

spanning-tree portfast edge

switchport mode access

dotlx pae authenticator

authentication
authentication
authentication
authentication
mab eap

authentication

authentication

port-control auto
host-mode single-host
periodic

violation replace

order dotlx mab

priority dotlx mab

e Port configuration - MAC - CPL2

configure terminal

interface gigabitEthernet 1/0/2

spanning-tree portfast edge

switchport mode access

authentication
authentication
authentication
authentication
mab eap

authentication

authentication

port-control auto
host-mode multi-auth
periodic

violation shutdown

order mab

priority mab

Then return to the NACVIEW user panel and add the configured device. To do this, select Network devices
from the menu. Now click Create new and complete the form by entering the device data from the table
below:
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Device model Network device
Number of ports 10

Name Cisco C1000
IP address 10.XX.166.1
Device software Cisco 10S
Object groups Network devices

Save your set values. The Credential Settings window should appear. Click ®~ on the line with the SSH
protocol and select Edit.
Now complete the form with the following data:

- Connection protocol: SSH
- Login and password: cisco-SSH admin
Save it now. Repeat the same for SNMP with these details:

- Connection protocol: SNMPv3
- Login and password: SNMPv3 NVUser

Go Next and click Monitoring. A table with monitoring configuration data will appear in the displayed window.
Click Save to confirm, then close the window.

Data from the device will get collected after a maximum of 10 minutes, and when this happens - click the Edit
ports names button. Complete the displayed form and save the set values.

In order to set the session disconnection mechanism, click the Reathentication edit button. Select the type of
CoAdisconnection, port 3799, MAC format separated by a colon, enter the password NACVIEW_SZKOLENIE22,
select the CoA format: Cisco iOS series and save your set values.

NETWORK DEVICE REAUTHENTICATION EDIT
Network device T
Reauthentication type® | CoA v
Disconnet OID | .1.3.6.1.2.1.2.2.1.7.##port##
Connect 0ID | .1.3.6.1.2.1.2.2.1.7 ##portk#

Disconnect telnet command

Port 3755

MAC type* | MM:MM:MM:S5:55:55 v
Coa format | € Cisco 108 series x v
CoA ACL action v
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Now you need to change the default Radius password that was generated for communication between the

NACVIEW system and the network device. To do this, enter the edition of the added device ( RS Edit), click:
Change/set password and complete the Key for communication RADIUS field - in accordance with the data at
1.4. point (NACVIEW_SZKOLENIE22). Save the changes now and return to the list.

4.4. Network devices - stack

To add switches in a stack, you must first add and configure the root network device. To do this, go to
Network devices > Create new. Complete the data:

- Device model: Network device

Name: Stack network

Port number: 48
IP address: 10.XX.166.19

Save all your set values. Find the newly created switch in the list (it should be at the end of the list by default).

Open the preview by clicking: @ in the row of your switch. In the window that opens on the right, select the

Add device to stack option from the drop-down menu:

L Edit | #FMore... | ® Connectivity || - ‘
BE Barcodes
Test # Reauthentication edit
Created by: © Add device to stack lom @ 2022-11-18 12:49:35
Updated by: .I‘ Edit ports names lom @ 2022-11-18 12:49:35

Devic

@ PING @SNMP &

E archive

¥SLOG £ Refresh

Monitoring is not enabled

Safety status
Configuration

MName

unknown

Test

In the form: select 2 as the device number in the stack and enter 48 as the number of ports. Save your settings.

Repeat for the third device in the 24-port stack:

ADDING NEW DEVICE TO STACK - TEST

Name*  Stack network

Device number in stack* 2
Number of ports* 48

Main network device of stack*  Test

NACVIEW system manual
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4.5. Wi-Fi

From the main menu, select WiFi networks (Network section). Click Create new and complete the form by
entering network 1 data from the table below. Save your set values. Return to the list and repeat the steps for
network 2:

WiFi Network 1 2
Name WiFi_EAP WiFi_MAC
Network SSID NACVIEW_22 EAP NACVIEW 22 MAC

5. Objects
5.1. Identities

5.1.1. Identities creation

In the main menu select: Identities (in Objects). Click Create new and complete the form by entering the
following data:

- First name: User

- Last name: Guest

- ID Card: CCC 123456

- Account type: standard

- Valid to: 2026-03-21

- Object groups: Employees

NEW IDENTITY ¥ Add to favorites

First name | User
Lastname | Guest
E-mail
Phone number | pmm ™

ID Card | CCC 123456

Login 2]
Alternative login
Account type* | standard v
valid from =
Validto | 2026-03-21 = e

Object groups

% Back to the list

Now save your set values. Staying in the Identities section, click button Create voucher and complete the
form fields:
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- Quantity: 10
- Prefix: guest_
- Period of validity: 5 days
CREATE VOUCHER ¥t Add ta favorites

Quantity* 10

Prefix = guest_

Period of validity* 5 days v
Valid to = 0
Description 2]
el
Administration groups Available options Selected )

Administrators
Vouchers admin
DEMO

Test admin group 2

m X Back to the list

Save your set values (click Create button below).

5.1.2. Import from File

Staying still in the Identities section, click Import from file and then Download. Save the file to your local drive.
Click Select file and open the file you just downloaded. The file has been uploaded.

IMPORT FROM .CSV FILE ¥ Add to favorites

login;fromDate[YYYY-mm-dd] ; toDate [ YYYY-mm-
dd];password;email ;name; surname; createAndSendPki
login_1;2815-81-01;2015-81-31;de$%sfew; ; John;Snow;1
login_2;2015-81-01;2015-81-31;24Ewsa#r; test2@mail. com;; ;@
login_3;2015-81-91;2015-81-31;2*#j241;test3@mail. com; Jake;Rain;1

Optional fields: email, name, surname, createAndSendPki.
Example of .csv file Headers line and UTF-2 encodig are required in Csv file.

Administration groups Available options Selected )
Administrators
Vouchers admin
DEMO

Test admin group 2

m X Back to the list
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5.1.3. Certificates

Click ®~ click on the selected identity and select Certificates. Click: Create certificate button and, after a
while: Refresh. The certificate has been successfully generated.

IDENTITY CERTIFICATES

Certificates were not found or not created. | Create certificate 2 Refresh

IDENTITY CERTIFICATES

Name Valid from Valid to Is created Revoked Options

konto.lokalne 2023-08-13 14:37:57 2028-08-13 14:37:53 © e & Download ¥ send e-mail with certificate 9 Rebuild certificate

5.2. Endpoints

From the main menu select: Endpoints (the Objects section). Click: Create new and fill in the form by entering
device data 1 from the table below. Click Save for the set values. Return to the list and repeat the steps for

device 2:
Endpoint 1 2
Name VolP phone Printer
Endpoint type phone/smartphone printer
Object groups VolP Phones Printers
Parameters = =

5.3. MAC addresses

From the main menu select MAC addresses. Click: Create new and complete the form, by entering the MAC
Address 1 information from the table below. Then save your set values. Now go back to the list and repeat the
steps for the address 2. Then repeat that, also adding the actual MAC address of the NT1 computer network
card. Read it using commands such as cmd, then: ipconfig /all or easier: getmac

MAC Address 1 2

MAC 2E:B4:7E:A0:CA:9B AB:B2:86:44:6B:FD
Default IP address - -
Endpoint Printer VolP phone

Object groups Printers VolP Phones
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6. Configuration

6.1. Authorization servers

From the main menu, select Authorization servers (from the Configuration section). Click: Create new.

Complete the form with server 1 data from the table below. Create and edit again. Click: More options and in

the Login ID type field, select Account name. Optionally, you can also complete the field: Filter for the LDAP

identity. Save your settings. Repeat that for server 2:

Authorization server

Purpose Identities
Authorization type Authorization LDAP/AD
Name Employees_AD
Host alpha.enterprise.test
Service login administrator@enterprise.test
Service password NACVIEW_SZKOLENIE22
Login ID type Account name
(sAMAccountName)
Secondary login ID type Principal name

(userPrincipalName)

Endpoints
Authorization LDAP/AD
Computers_AD
alpha.enterprise.test
administrator@enterprise.test
NACVIEW_SZKOLENIE22

DNS Host name
(dnsHostName)

Common name (cn)

In the list of authorization servers find server 1 and click the button: ¥~ Now select Edit. Click More Options
and in the LDAP Base DN field, select: DC=enterprise,DC=test. Save these settings.

(7 If any authorization server is inactive, click: *~
Incremental synchronization
Allow identity data edit on the LDAP/AD server
Follow referrals [

LDAP Base DN DC=company,DC=local

and select: Activate.

Login ID type* [ |

&l DC=com| r,DC=local
Secondary login ID type

OU=Public_relation
OU=Domain Controllers
OU=HelpDesk

OU=HR
OU=Human_resources
OU=Administration

Filter for LDAP administrator accounts

Filter for LDAP identities
OU=Recepticn

Filter for LDAP organizational units | (ohjectclass=organizationalUnit)
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In the row at authorization server 1 (Employees_AD) click: ® . In the window that opens on the right, select:
Import settings. In the Binding with object groups section (at the bottom of the window), click the New binding
button. In the External group ID field, enter: Accounting, and in the Object group field, select Accounting. In
the same way, add 3 other groups

e Managers
e Junior Network Engineers
e Senior Network Engineers

Now save your settings.

Default personal device type

MAC address synchronization attribute

Binding with administration groups

It is allowed to use full DN or group name itself, eg. Administrators, instead of CN=Administrators,ou=IT,0C=company, DC=local

New binding

Binding with object groups

It is allowed to use full DN or group name itself, eg. Administrators, instead of CN=Administrators,ou=IT,DC=company,DC=local

External group identifier*®

Object group* v

New binding

Find authorization server 2 in the list now. Click: ® and in the newly opened window choose again: Import

settings. In the Default object group field, select: Computers. Save your settings. Next, for both servers click

% and select the Sync option.

From the main menu, select Identities (from the Objects section). Check whether the objects have been
imported and if they have predetermined, mapped groups assigned.

6.2. Access policies

6.2.1. Policies creating

From the main menu select: Acces policies. Click the Add Rule button. In the form that appears, enter the
details of policy 1, found in the table below. Save the settings. Repeat the same for policies 2-6:
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_

Name

Authorization method

Action
Send VLAN tag back
Vlan

Undefined Endpoints
means

No defined Identities
means

Any ldentities means

Group of Identities

Endpoints of
authorization servers

|dentities of unit

Identities of
authorization servers

Accounts conditions
logic

Network device

NACVIEW system manua

Host_Access

Host

Access to vlan

Authorization V

Any Endpoints

Computers_AD

C1000

EAP_Access_Group

EAP

Access to vlan

Authorization |

Any Indetities

Any active |dentities
defined in system

Accountants,

Managers

none

Employees AD

And

C1000

EAP_Access OU_|

EAP

Access to vlan

Authorization |

Any Indetities

Any active |dentities
defined in system

Network Operations

Employees_AD

And

C1000

EAP_Access_OU I

EAP

Access to vlan

Authorization Il

Any Indetities

Any active |dentities
defined in system

Research and
Development

Employees AD

And

C1000
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Name MAC Phones and Printers Captive Portal
Authorization method MAC MAC
Action Access to vlan Access to vlan
Send VLAN tag back

Vlan Authorization Il Guest Network
Local CaptivePortal -
Undefined Endpoints means Any Endpoints

MAC addresses or Endpoints group Printers, VolP Phones

Network device C1000 C1000

After adding all policies, upload them to the system. To do this, click the Install list button. Confirm it by
clicking: Install.

6.2.2. Policies testing

Click: Policy Testing, located in the upper right corner of the Access Policies window. Complete the form fields
with the column 1 data from the table below. Now click: Send. The authorization result (positive or negative)
should appear under the form. Repeat the same for columns 2 and 3 also.

e T ————

Authorization type Host (EAP)

Check for Endpoints Endpoints Identity
Identity - - AccountantOne
Endpoints Computer NT1.enterprise.test i,
Network device C1000 C1000 C1000
Client MAC address AB:B2:86:44:6B:FD - -
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6.3. Events definitions
From the main menu select: Events definitions. Now click Create new and complete the fields with the
following data:

- Name: Configuration alert
- Source: Syslog events
- Phrases: VLAN mismatch
- Action: Notify
- Users to notify:
o admin@nacview.com
o sekretariat@nacview.com

Now save your settings. Then click: ® 'and select: Matched logs.

6.4. Captive Portal
From the main menu, select Captive Portal (Configuration section). Click the Edit button next to the entry
with the portal type Authorization. Then adjust the data:

- Name: Captive

- Active: Yes

- Certificate: internal (pki.enterprise.test)

- IP address: 10.XX.96.1

- HTTP port: 80

- HTTPS port: 443

- URL address: https://captive.enterprise.test

- End user agreement: The text of the regulations for the employee

+ Authorization and registration settings:

- Manual identities activation: No

- Manual endpoints activation: No

- Password notification type: Instant

- Add this groups after registration: Employees

Save your set values. Then click Install configurations (upper right corner of the window). Now edit
subnet 10.XX.96.0/24 and set DNS server address 1: 10.XX.96.1. Save your settings.

6.4.1 Functional test

You can check the CP by logging into any Windows 11 (NT2) computer. Disable the first network card of the
computer and enable the second. After opening the browser and entering any address, you should be
redirected to the portal where, after entering the login details correctly, you will be disconnected. Then you
should receive a different IP address and you will be transferred to another VLAN —according to the previously
established policy. You can analyze the entire process in the Reports > Authorization events section.
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On the network device, you can view the authorization process and the VLAN assigned to the port using the
following commands: show mab all summary, show mab interface gigabitEthernet 1/0/2 details, show vlan
brief.

6.5. TACACS+ Groups

6.5.1. Network device configuration

Log in using the SSH Client to the C1000 as Admin. To set TACACS+on a switch, configure it with the following
commands by entering the configure terminal edit mode:
aaa group server tacacs+ NvTac
server-private 10.XX.166.3 key NACVIEW_SZKOLENIE22
accounting acknowledge broadcast
ip tacacs source-interface vlan 166
exit
aaa authentication login default group NvTac local
aaa authorization exec default group NvTac if-authenticated
aaa authorization commands 0 default group NvTac none
aaa authorization commands 1 default group NvTac none
aaa authorization commands 15 default group NvTac none

aaa accounting exec default start-stop group NvTac

6.5.2. TACACS+ Password

-

From the main menu, select Administrator accounts (Administration section). Click on ®~ next to the
administrative account (sekretariat@enterprise.test) and select Edit. Click Change/set password and fill in the
TACACS+ Password field: NACVIEW _SZKOLENIE22. Save the set values.

HH
wmn ¥

From the main menu, select Network devices. Click on this next to the selected network device and

select Edit. Click Change/set password and fill in the TACACS+ key field in accordance with the data from point
1.4. (enter password: NACVIEW_SZKOLENIE22). Save your settings.

6.5.3. TACACS+ Configuration

From the main menu, select TACACS+ servers (Configuration section). Click the Create new button. Complete
the form with the following data:

- Name: Roles1
- Default service: permit
- Users: sekretariat@enterprise.test

- Network devices: C1000
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@

Save the set values. Find the group you have just added in the list and click the button and then, in the

Edit TACACS+ settings window that opens on the right. Press Add setting and complete the form by entering
the following commands:

- Command: show running-config
- Privilege: deny
- Active: Yes
Save your settings, then click Install Configuration and wait for the end of the installation process.

Log in via SSH to C1000 as the sekretariat user and enter the TACACS administrator password. Execute the
command: show running-config. In NACVIEW go to the TACACS events section and check the information
about logging into the network device and blocking the execution of the command. Adjust the setting by
changing the deny parameter to permit. Install the configurations and wait for the end of the installation
process.

Now run the show running-config command on the C1000 again. Verify the execution of the command in
TACACS events.

7. Reports - section overview
7.1.1. Verification of policies operation

Verify the login policies used. To do this, select Authorization events from the main menu (Reports section).
In Authorization events, see details and used authorization. In DHCP Events (Reports section) check the
assigned IP address:
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Authorization event

Timestamp 2021-06-3017:41:58

Authorization result
Authorization type MAC_MD5S

Endpoint MAC O o0:0c:z29:32:8F:52 0

Username 000c2532af54

Network device MAC T0:1Co:Ca:FA:o4:C5 O O

Metwork device IP © 101201-56350

WiFi network

Port 0 2(gi2) 4

AP name

Additional information

device type

mud url

Authorization rule 0 maAcHQ
VLAN O viaN 20
Message

Reject reason
Validation action

Manufacturer Usage Description URL

System node 1D 1 - master
Hostname NTOOD1

Wendor identifier MSFT 5.0
Gateway |P address 0.0.0.0

Client IP address 9101220101

P Authorization events (Up to 10 entries, |ast 3 days)
P Profile
P Event log history

P Accounti ng events

7.1.2. Session disconnection

From the NACVIEW main menu, select Authorization events. Find the last authorization in the list and press

the button & on the same line. In the window that opens on the right, click Reathentication. Complete the

displayed form with the following data:

- Disconnect the session: Yes

- What groups to add the MAC address and identity to: Quarantine
- MAC address: selected from the event

- Identity: selected from the event

Now save your settings. Go to: System events and check the disconnect result.
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ZDARZENIA SYSTEMU @ uwaga! starsze zdarzenia zostaly ukryte. Najstarszy wpis: 2020-11-03 01:00:00

x Zdarzenie systemu

. . . Data i czas 2021-06-30 09:57:39
Dataiczas H i status : Wiadomosé
e reauth
2020627000000 ] @ ok b Wiadomosé Blad rozlaczenia [user_87]00:77:64:F7:6D:4B, Zadania
y roziaczenia sesji nie zostato wykonane poprawnie: Received
2021-06-30 23:59:59 EHe Disconnect-NAK or timeout [HP switch, 10.0.0.10]
[c} 2021-06-30 09:57:39 reauth @I iad roztaczenia [user_87]00:77:E4:7:60:48, Zadania roztycrenia sesji  Status [  vamine ]
Obiekt @ Urzadzenia sieciowe
@ 2021-06-29 20:50:09 sysinfo Radius authentication failure: Dropping Packet without response becat
Identyfikator noda systemu 1- system.company.local
o} 2021-06-28 19:50:09 sysinfo Radius authentication failure: Dropping packet without response becat
[o} 2021-06-28 143644 reauth @O eiad roziaczenia [guest_3]00:3A°AF-86-94-4D, Zadania roztaczenia sesji
o} 2021-06-28 14:32:28 reauth @I Biad roziaczenia [guest_3]00-3A°AF:B6:94-4D, Zadania rorfaczenia sesji
@ 2021-06-27 18:50:10 sysinfo Radius authentication failure: Dropping packet without response becat

8. Service configuration on the Windows Server and Clients

8.1. Certificates publication via GPO

8.1.1. Creating security groups for the user

Open the Active Directory Administrative Center on the domain manageable server (machine XX-DC).

In OU Test Division, create a security group. To do this, right-click and select New > Group. Users belonging to
this group will participate in the so-called auto-enroliment.

\dministrative Center * enterpri

ten Crganizationsl unie
o | InctdgPencn
e Tewwp

oich undes i e User

opater Compute

Data Center
Managed by: Address:
Modfed V21720211035 AM

Deserpton

Sumbry

WINDOWS POWERSHELL HISTORY

Enter a group name (e.g. Auto_Enrollment_User). Save it with OK click.

NACVIEW system manual 38



(©3)NACVIEW

Create Group: Auto_Enroliment_User

Group Group
Managed By

Group name: Auto_EnroIIment_Useri
Member Of Group (SamAccountName... Auto_Enroliment_User
Members Group type: Group scope:

@ Security O Domain local

Password Settings

() Distribution Global

() Universal
[] Protect from accidental deletion

Managed By

Managed by:
Manager can update membership list
Phone numbers:
Main:
Mobile:

Fax:

Member Of

(&) More Information

Clear

= ] X
Tasks | [secTions v |
o T G
2®@
E-mail:
Create in: QU=Head QuatersDC=enterprise DC=test Change..
Description:
Notes:
Office:
Address:
Street
City State/Province Zip/Postal code
Country/Region:
R
v

Add users to the group you have just created. To do this, right-click on the selected user and select Add to
group.... Enter the name of the previously created group. Confirm with OK.

Select Groups

Select this object type:

|Group5 or Builtin securty principals

| . Object Types...

From this location:

|errterprise.test

| Locations. ..

Enter the object names to select (examples):

Auto_Enroliment_User

Advanced...

_ Check Mames [

Cancel

Shut down AD AC on the XX-DC machine, then go to the XX-CA VM and open this tool: XX-CA Certification
Authority (Server Manager > Tools > Certification Authority). Right click on Certificate Templates, and select:

Manage.
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File  Action

= |7 6= H

View Help

fﬁ] certsrv - [Certification Authority (Local)\enterprise- CA\Certificate Templates]

T3 Certification Authority (Local)
v gl enterprise-CA
7| Revoked Certificates
71 Issued Certificates
[ Pending Requests
|| Failed Requests
| Certificate Temnlates

Mame

E User - Auto_Enroll

& Directory Email Replication

E Domain Controller Authentication
| Kerberos Authentication

 EFs Recovery Agent

Intended Purpose

Client Authentication, Secure Email, En...
Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...
File Recovery

Encrypting File System

Manage

antroller Client Authentication, Server Authentic...
New > r Server Authentication
View N Client Authentication, Server Authentic...

Encrypting File Systern, Secure Email, Cl...

Refresh te Certification Authority <All>
Export List... stor Microsoft Trust List Signing, Encrypting...
Help

Starts Certificate Ternplates snapin

Certificate templates should appear in the panel on the right. Right click on the template named User and then
select: Duplicate Template.

5 Certificate Templates Console - m} x
File Action View Help

L 2lEal [=NEYN 2 ol

3 Certificate Templates (alpha.ent | Template Display Name Schema Version Version Intended Purposes Actions
AF Administrator 1 41 Certificate Templates (alpha.enterprise.test) A
{5 Authenticated Session 31 More Actions
3 Basic EFS. 21
H CA Exchange 1060 Private Key Archival User -
3] CEP Encryption 41 Mare Actions

1 Code Signing 31

| Computer 51

5 Cross Certification Authority 105.0

& Directory Email Replication 1150 Directory Service Email Replication
5] Domain Controller 41

& Domain Controller Authentication 1100 Client Authentication, Server Authe
] EFS Recovery Agent 6.1

5 Enroliment Agent a1

3 Enrollment Agent (Computer) 51

15 Exchange Enrollment Agent (Offline requ... ;

5] Bchange Signature Only 6.1

] Bxchange User 71

A 1PSec 21

13 IPSec (Offline request) 71

] Kerberos Authentication
[ Key Recovery Agent

5] OCSP Response Signing
AF] RAS and IAS Server

1100 Client Authentication, Server Authe
1050 Key Recovery Agent

1010 OCSP Signing

1010 Client Authentication, Server Authc

T N U N N T S
IS

13 Root Certification Authority 51
& Router (Offline request) 41
[ Smartcard Logen 6.1
A Smartcard User 1
13 subordinate Certification Authority 51
A Trust List Signing 31
{5 User Signature Only Duplicate Template
] Web Server All Tasks >
13 Workstation Authentication . 0 Client Authentication
Properties
Help

Make changes to the tabs as follows:

e Compatibility: select the correct operating system for the certification authority and certificate
recipient. This should be the lowest version of the operating system in your environment.

e General: Change the name (here: User - Auto Enroll) and set the validity period according to
organization policies (we recommend renewing no more than once a year. Check the option:
Publish certificate in Active Directory and Do not automatically reenroll if a duplicate exists in
Active Directory.
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Properties of New Template X
Subject Name Server Issuance Requirements
Superseded Templates Extensions Security

Compatibility ~General  Request Handiing = Cryptography ~ Key Attestation
Template display name:
[User - Auto Enrol |

Template name:
[User-AutoEnrol

Validity period: Renewal period:

years w EI weeks <]

Publish certficate in Active Directory

Do not automatically reenroll if & duplicate certificate exists in Active
Directory

ox [

e Cryptography: recommended min. 2048 bit key, and 4096 for important groups.
e Security: in Permissions for Domain Users section select the options as the picture below:

Properties of New Template X
Subject Name Server lssuance Requirements
Compatibility General Request Handling Cryptography = Key Attestation
Superseded Templates Extensions Security

Group or user names:

SR Autherticated Users

a Administrator

B Domain Admins (ENTERPRISE \Domain Admins)

82 Domain Users (ENTERPRISE\Domain Users)

SR Enterprise Admins (ENTERPRISE\Enterprise Admins)

Add... | Fiernove
Permissions for Domain Users Allow Dery
Full Control O Il
Read [
Write O O
Enroll O
Autoenroll O

For special permissions or advanced settings, click [ bl
Advanced. L

ox [

e Extensions: For Application Policies select: Client Authentication (delete other options), and
for Key Usage check: Digital Signature and also: Signature is proof of origin.

NACVIEW system manual 11



(*3)NACVIEW

Properties of Mew Template x
Subject Mame Server lssuance Reguirements
Compatibility General Request Handiing Cryptography — Key Attestation
Superseded Templates Extensions Securty

To modify an extension, select it, and then click Edit.

Extensions included in this template:
|5 Application Policies
D Basic Constraints
DCeﬂiﬁcate Template Information
B Issuance Policies

Key Usage

Description of Application Policies:
Client Authentication

ox oo [ v

e Subject Name: check User principal name (UPN) option and if the rest options are unchecked.

Properties of New Template X

Compatibilty General Request Handling Cryptography  Key Attestation
Superseded Templates Extensions Security
Subject Name Server Issuance Requirements

(2 Supply in the request

Use subject information from existing certificates for autoennollment
renewal requests ()

(®) Build from this Active Directory information

Select this option ta enforce consistency among subject names and ta
simplify cerificate administration.

Subject name format:
Fully distinguished name ~

Include this infarmation in altemate subject name:
[ E-mail name

[]DNS name

User principal name (UPN)

[ Service principal name (SPN)

“ Contral is disabled due to compatibility settings.

ox e

Leave the values in the other tabs as default. Confirm the changes with the OK button and close the
certification template management panel.

Add the newly created template for active templates. To do this, right-click on Certificate Templates and select
New > Certificate Template to Issue.
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fﬁ] certsrv - [Certification Authority (Local)\enterprise- CA\Certificate Templates]
File Action View Help
= |7 6= H

fgj Certification Authority (Local) MName
v dl e‘?t;rpns:-jﬁé i 5] User - Auta_Enroll
% | e\.rodec r::l |tcates & Directory Email Replication
% pssu: ER ! |ca:s E Domain Controller Authentication
ending Requests
= Jne | Kerberos Authentication

|| Failed Requests
| Certificet= Tamnistar  EFs Recovery Agent

Manage EFS

RS T
MNew > Certificate Ternplate to Issue
View y outer
Refresh rdinate Certification Authority
Export List... nistrator
Help

Intended Purpose

Client Authentication, Secure Email, En...

Directory Service Email Replication

Client Authentication, Server Authentic...

Client Authentication, Server Authentic...

File Recovery

Encrypting File System

Sl--+ tthentication, Server Authentic...

rthentication

Client Authentication, Server Authentic...

Encrypting File Systern, Secure Email, Cl...

<All=

Microsoft Trust List Signing, Encrypting...

Creates a new item in this container.

8.1.2. Certificates publication for the user

On the domain controller (machine XX-DC), search and open: Group Policy Management. In the domain
structure window, expand: Forest > Domains > enterprise.test > Test Division. Right-click on the selected OU

and select: Create a GPO in this domain, and Link it here...

SVOL replication for this domain as it relates to Group

Change

sture status from all of the domain controllers in this

1= Group Policy Management
15l File Action View Window Help
e« z1m B8|E6 H
(&, Group Policy Management || anterprise.test
h —6 F(_)rest: enFerprlse.test Status  Linked Group Policy Objects  Group Policy Inheritance  Delegation
v |55 Domains
v i enterprisetect
= - reate a in this demain, and Link it here...
52/ Defaul = GPQ in thisd i dLinkith
> |2 Branck Link an Existing GPO...
> g Domai Block Inheritance
» 2] Head ¢
? —:%f Group LouplbalicyiBideipgi¥zardy in controller for this domain.
» [ WMIF New Organizational Unit
> L5 Starter )
[ Sites Search... gin.
5E¥ Group Policy | Change Domain Controller...
[ Group Policy | Remove
Active Directory Users and Computers...
View ¥
Mew Window from Here
Refresh
Properties
< Help
Create a GPO in this domain and link it to this container

In the window that appears, enter a name for the new GPO and click OK.
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= Group Policy Management = || B 22
& File Action View Window Help x
== 6 H
(5, Group Policy Management || Group Policy Management
A _ﬁ Forest: company.local Cortents
4 [54 Domains
A fﬂ company.local Name
] Default Domain _ﬁForest: company local
- (2] Administratiol New GPO -
- (2| Domain Cont
b (2] HelpDesk Name:
b g HR |New Group Policy Object| |
I+ 2] Human_resou|
I (2] Logistics Source Starter GPO:
P (2] Marketing |{none} v|
- (2| Other_users
- 2] Production oK | | T |
- (2] Public_relatio
[ 2] Reception
I [5f Group Policy OF
I [ WMI Filters
I+ _E Starter GPOs
b [f@ Sites
§E¥ Group Policy Modeling
[ Group Policy Results
£ m »
Now right click on the added GPO and select Edit.
|5k Group Policy Management =E m] *
2L File Action View Window Help - 8 %
@ nE X G
(5 Group Policy Management || User_Aute_Enroll
v _ﬁ Fr_:prest: enterprise.test Scope  Details Seftings | Delegation
~ g5 Domains B
v j_:j enterprise.test Links .
5] Default Domain Display links in this location: enterprise test |
) User Aut ~ - IUs are linked to this GPO
= it...
» =] Branch O
5 |5 Domain ¢ Enforced Enforced  Link Enabled Path
5 2] Head Qu & Link Enabled No Yes entemrise test
» [ Group Pc Save Report...
> L WMIFilte
> |3 Starter GI View 2
[ Sites New Window from Here
st% Group Policy Mc
(% Group Policy Re: pekis
Rename
Refresh
Help

Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
e

Name
52, Authenticated Users

Add Remove Properties
i
'WMI Filtering
This GPQ is linked to the following WMI fitter:
<nonez ~ Open
< >
Open the GPO editor

Go to: User Configuration > Policies > Windows Settings > Security Settings > Public Key Policies. In the Object
Type tab select: Certificate Sercices Client - Auto-Enrollment. Set the values as in the example below:
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Certificate Services Client - Auto-Enrollment Properties 7 *

Enrollment Policy Configuration

Enrall user and computer certificates automatically

Configuration Model: Enabled i

Renew expired certificates, update pending certificates, and remave
revoked certificates

[#ipdate certificates th

Log expiry events and show expiry notifications when the percentage of
remaining certificate lifetime is

Additional stores, Use "," to separate multiple stores. For example:
"Storel, Store2, Store3”

[ pisplay user notifications for expiring certificates in user and machine
MY store

Cancel | | oply

Save you settings with OK, and next shut GPO Editor. Now go to the Scope - the newly created policy tab.

& Group Policy Management o] O X
p Policy Manag

5b File  Action  View Window Help

| x5 X G

|5 Group Policy Management || User_Aute_Enroll
v _ﬁ Forest: enterprise.test

- &8 X

Scope  Details  Seftings Delegation

~ |45 Domains .
v 5 enterprisetest Links -
E?J Default Domain Display links in this location: enterprise test -
) User_Auto Enra||  The following sites, domains, and OUs are linked ta this GPO
» |2 Branch Office =
s [2] Demain Contre Location Enforced Link Enabled Path
» [2] Head Quaters e enterprise test No Yes enterprise test
» [t Group Policy OF
» % WMI Filters
> |3 Starter GPOs
[ Sites

&2 Group Policy Modeling
[+ Group Palicy Results

Security Filtering
The settings in this GPQ can only apply to the following groups, users, and computers:
=

Name
52, Authenticated Users

WMI Filtering
This GPQ is linked to the following WMI fitter:

<nonez ~ Open

In the Security Filtering section add the security group created in the previous step, dedicated to users.
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Multiple Mames Found *

More than one object matches the following object name: "Auto". Select an
object from this list or, to reenter the name, click Cancel.

Matching names:

Mame Logon Name (pr...  E-Mail Address Description In Folder

Auto_Enrollment_User Auto_Enrollment ...
%MO-EHI’O"ITIE!’T{ Auto-Enroliment enterprise |

Confirm with OK and close. The next time you log in, the certificate should be automatically issued.

8.1.3. Creating security groups for devices

Open Active Directory Administrative Center on the domain management server (XX-DC Machine).
In OU Test Division create a security group. To do this, right-click and select: New > Group.

Computers belonging to this group will participate in the so-called auto-enroliment.

B active Duscrony A

ten +| | Crganzstionsl Unit
Ceite IneiCygPenon

Propertes Computer

Dats Center v

Mankged by: address
Modfed V21720211035 AM
Descrpton

mmmmmm

WINDOWS POWERSHELL HISTORY

As before for users, now enter a group name for devices (e.g. Auto_Enrollment_Host). Save it all with OK.

Now add the computer to the group you have just created. To do this, right-click on the selected host and
select: Add to group... Enter the name of the previously created group. Confirm with OK.
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Now shut AD AC, and then open: Certification Authority on your server with the ability to manage AD CS (Server
Manager > Tools > Certification Authority, XX-CA Machine). Right click on: Certificate Templates, and next
select: Manage.

i@ certsrv - [Certification Authority (Local]\enterprise-CA\Certificate Templates] - O x

Eile  Action
o= 7(d=H

View Help

i@ Certification Autherity (Local) MName

w ﬂ:2| enterprise-CA
| Revoked Certificates
| lssued Certificates
| Pending Requests
| Failed Requests

E User - Auto_Enroll

]| Directory Email Replication

5 Domain Controller Authentication
] Kerberos Authentication

EleFs Recovery Agent

Intended Purpose

Client Authentication, Secure Email, En...
Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...

File Recovery

| Certificate Temnnlates
Encrypting File System

Manage

antroller Client Authentication, Server Authentic...
Mew o Server Authentication
View s Client Authentication, Server Authentic...

Encrypting File System, Secure Email, Cl...

Refresh te Certification Authority ~ <All>
Export List... itor Microsoft Trust List Signing, Encrypting...
Help

Starts Certificate Templates snapin

Certificate templates should appear in the panel on the right. Right click on the template named Computer
and select Duplicate Template.

Make changes to the tabs as follows:

e Compatibility: select the correct operating system for the certification authority and the
certificate recipient. This should be the lowest version of the operating system in your
environment.

e General: Change the name (e.g. Host - Auto Enroll) and set the validity period according to
organization policies (we recommend renewing no more than once a year). Check options:
Publish certificate in Active Directory and also: Do not automatically reenroll if a duplicate exists
in Active Directory.

e Cryptography: recommended min. 2048 bit key, and 4096 for important groups.

e Security: in the Permissions for Domain Computers section select the options the same way as
done before for the user: Allow: Read, Enroll, Autoenroll.

Leave the values in the other tabs as default. Confirm the changes with the OK button and close the
certification template management panel.

Add your newly created template to active templates. To do this, right click on Certificate Templates and
select: New > Certificate Template to Issue.
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fﬁ] certsrv - [Certification Authority (Local)\enterprise- CA\Certificate Templates]
File Action View Help
= |7 6= H

fgj Certification Authority (Local) MName
v gl enterprise-CA
7| Revoked Certificates
71 Issued Certificates
[ Pending Requests
|| Failed Requests
| Certificet= Tamnistar

@ User - Auto_Enroll

& Directory Email Replication

E Domain Controller Authentication
| Kerberos Authentication

 EFs Recovery Agent

Manage EFS

RS T
MNew > Certificate Ternplate to Issue
View y outer
Refresh rdinate Certification Authority
Export List... nistrator
Help

Intended Purpose

Client Authentication, Secure Email, En...
Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...
File Recovery

Encrypting File System

~l--s Athentication, Server Authentic...
ithentication

Client Authentication, Server Authentic...
Encrypting File Systern, Secure Email, Cl...
<All=

Microsoft Trust List Signing, Encrypting...

Creates a new item in this container.

8.1.4. Certificates publication for devices

On your domain controller (XX-DC Machine) find and open: Group Policy Management. In the domain
structure window expand: Forest > Domains > enterprise.test > Test Division. Right click on the chosen OU and

select Create a GPO in this domain, and Link it here...

1= Group Policy Management . O *
15l File Action View Window Help - 8 %
e« z1m B8|E6 H
' Group Policy Management || anterprise.test
h —6 F(_)rest: enFerprlse.test Status  Linked Group Policy Objects  Group Policy Inheritance  Delegation

v |55 Domains
v i enterprisetect -~ . o
=t Defaut Create a GPO in this domain, and Link it here... SVOL replication for this domain as it relates to Group
)
> |2 Branck Link an Existing GPO...
> g Domai Block Inheritance
» 2] Head ¢
> —:%f Group CouplBolyModelingiizants in controller far this domain. Change
» [ WMIF New Organizational Unit
> L5 Starter )
[ sites Search... pin.
565 Group Policy | Change Domain Controller... sture status from all of the domain controllers in this
[ Group Policy | Remove
Active Directory Users and Computers...
View ¥
Mew Window from Here
Refresh
Properties

< Help

Create a GPO in this domain and link it to this container

In the window that appears, enter a name for the new GPO and click OK to confirm.
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IE Group Policy Management -

5 File Action View Window Help [[=]x
e=|E o B

', Group Policy Management || Group Policy Management

A _ﬁ F(_Jrest: company.local Cortents
4 [54 Domains
A fj company.local Name
E?J Default Domain _ﬁForest: compary local

2] Administratiol
2] Domain Cont
(2] HelpDesk Name:

i—_‘ HR |New Group Policy Object| |
2] Human_resoul
(=] Logistics Source Starter GPO:

[2] Marketing |{none} v|
2] Other_users
;] Production 0K | | Cancel |
(2| Public_relatio
|2 Reception

[ 5 Group Policy OF
[ WMI Filters

I :E Starter GPOs

b [f@ Sites

¥ Group Policy Modeling

New GPO -

-

[ Group Policy Results

< m >

Right click on the added GPO and select Edit.

Z Group Policy Management = m] X
p Policy 9

5L File Action View Window Help -8 x

| 75 X [

|5 Group Policy Management || User_Auto_Enroll

~ i Forest: enterprise.test Scope Defails Seftings  Delegation

~ (55 Domains .
~ 5 enterprisetest Links B
4 Default Domain Display links in this location: enterprise fest -
1 L . s are linked to this GPO
» [2] Branch O
» [Z] Domain ¢ Enforced Erforced Link Enabled Path
» 21 Head Qu & Link Enabled No Yes enterprise test
» [ Group Pc Save Report...
> [ WMI Filte
> (] Starter Gf View >
i@ Sites New Window from Here
4 Group Policy Mc
5 Delete
(% Group Policy Re:
Rename
Refresh
Help

Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers

Name
82, Authenticated Users

Add | Remove | Properties
WMI Filtering
This GPO is linked to the following WMI fitter:
<none: ~ Open
< >
Open the GPO editor
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Now to go: Computer Configuration > Policies > Windows Settings > Security Settings > Public Key Policies. In
the Object Type tab select: Certificate Services Client - Auto-Enrollment. Set the values as in the example
below:

Certificate Services Client - Auto-Enrollment Properties ? >

Enrollment Policy Configuration

Enroll user and computer certificates automatically

Configuration Model: Enabled ~

Renew expired certificates, update pending certificates, and remaove
revoked certificates

[wllpdate certificates that use certificate templates:

Log expiry events and show expiry notifications when the percentage of
remaining certificate lifetime is

Wk %

Additional stores, Use *,” to separate multiple stores. For example:
"Storel, Store2, Store3”

[] bisplay user notifications far expiring certificates in user and machine
MY store

Cancel Apply

Save your set values with OK, and next close GPO Editor. Go to the Scope tab —your newly created policy.
In the Security Filtering section add the security group created in the previous section dedicated to devices.
Confirm all with OK and close. Next time you log in, the certificate should be automatically issued.

8.2. PEAP client configuration

8.2.1. Manual configuration of the PEAP client

c,——' For the proper PEAP communication, it is recommended to import and install the root CA
certificate on the computer. In case the PKl is on AD - it is not required.

On the Windows 11 (NT1) Machine, search the system for the Services application and open it.
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In the list of services, find Wired AutoConfig and double click on it:

L Services - O X
File Action View Help
| M Ec= HEm »8nw

., Senvices (Local) - Services (Local) _
Wired AutoConfig MName - Descniption Status Startup Type Log On As =
Q‘; Windews Font Cache Service Optimizes p... Runnini Autematic Local Service
P P 9
stop the service &) ane A .
Restart the sarvice & Windows Image Acquisitic...  Provides im.. Manual Local Service
: {lé[ Windows Insider Senvice WisWe Manual Local Syste...
-.r_-;?[“rlndnws Installer Adds, modi... Manual Local Syste...
?:K\:Eh;n; Confia DOTISVC .‘:‘?' Windows License Manager ... Providesinf.. Running Manual (Trig... Local Service
“:_K:I: tﬁ:::unl::bleli?o{r perfo m.}:‘g £} Windows Management Inst... Providesac.. Running Automatic Local Syste...
|EEE 802.1X authentication on 16} Windows Media Player Met... Shares Win... Manual Metwork 5...
Eﬂ'l-emet interfaces. if your curment ') Windows Mobile Hotspot 5...  Provides th... Manual (Trig... Lecal Service
x‘f;’;‘:':tdﬁlﬂm:rw?;gﬁ S Windows Modules Installer  Enables inst... Manual Local Syste...
“n',ice:hn;d Ib(! clz::ﬁg:rzd o run '-E;)[Windows Presentation Fou... Optimizes p... Running Manual Local Service
for establishing Layer 2 connectivity {J Windows Push Notification... This service ... Running  Automatic Local Syste...
andfor providing access to network 1) Windows Push Notification... This service ... Manual Local Syste...
resources. Wired networks !hai_do Q Windows Remote Manage... Windows R... Manual Metwork 5...
not enforce 802.1X authentication are h . . .
unaffected by the DOTISVC service. Ll Windows Search Provides co.. Running  Automatic (D... Local Syste...
.Q' Windows Time Maintains d... Manual (Tng... Lecal Service
35'2;'Mndows Update Enablesthe.. Running Manual (Trig... Local Syste...
) WinHTTP Web Proxy Auto-.. WinHTTPi.. Running Manual Local Service
b+ Wired AutoConfig The Wired ...  Running
{8 WLAN AutoConfig The WLANS... Running  Automatic Local Syste...
& WM Performance Adapter  Provides pe.. Running  Manual Local Syste...
L) Work Folders This service ... Manual Local Service
2, Werkstation Creates and.. Running  Automatic MNetwork S... v
\ Extended / Standard /

In the window that appears, in the Startup type field, select Automatic. Click the Run button and confirm with
the OK button.

Automatyczna konfiguracja sieci przewodowej - wlaiciwosci (Komputer lokalny) X
Ogdine  Logowanie Odzyskiwanie Zaleznosci

Nazwa ushugi: datdsve

Nazwa wyswietlana
s Automatyczna konfiguracia sieci przewodowej

Usluga automatycznej korfiguracii sieci przewodowej ~
DOT3SVC) sluzy do realizacji uwierzytelniania metodg IEEE ©
007 1Y wirtardsioank Fthamat ladl Riasans barfinrani

Opis:

Sciezka do pliku wykonywalnego:
CAWINDOW Shsystem32 svchost exe 4 Local SystemMetwork Restricted ¢

Typ uruchomienia: Automatyczny b
Stan ushugi: Zatrzymano

Uruchom Zatrzymaj Whstrzymaj Wzndw
Mozesz okreslié parametry uruchomienia, ktdre beda uzyte przy uruchomieniu ustugi z
tego migjsca.
Parametry
uruchomienia:

0K Anuluj Zastosyj

Search the system for the Network and Sharing Center (Control Panel > Network and Internet > Network and
Sharing Center). From the left sidebar, select: Change adapter settings. Right click on the wired network
(second adapter) you want to configure and enter its Properties. In the window that appears, go to the
Authentication tab:
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U Ethernet Properties X
Networking Authentication  Sharing

Select this option to provide authenticated network access for
this Ethemet adapter.

[~ Enable IEEE 802.1X authentication

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) v Settings

[] Remember my credentials for this connection each
time I'm logged on

[ Fallback to unauthorized network access

T

Select Microsoft as the network authentication method Microsoft: Protected EAP (PEAP) and click: Settings.
In the next window set the fields again, as shown in the screen below:

When connecting:

Verify the server's identity by validating the certificate

[ ] Connect to these servers (examples:srv1;srv2;.*\.srv3\.com):

Trusted Root Certification Authorities:
(| AAA Certificate Services A

.....

(] AC RAIZ FNMT-RCM
[ ]Act RAIZ MTIN

[ ] accvrarzi

[ ] ACEDICOM Root
M arniR

<

Notifications before connecting:

Tell user if the server name or root certificate isn't specdified v

Select Authentication Method:
Secured password (EAP-MSCHAP v2) v Configure...

Enable Fast Reconnect

| | Enforce Network Access Protection

D Disconnect if server does not present cryptobinding TLV
[ ] Enable Identity Privacy

=

Click Configure... and check: Automatically use my Windows login and password (and Windows domain, if
any):
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Wiasciwosci protokotu EAP MSCHAPvZ x

Podczas laczenia:

Automatycznie uzyj mojej nazwy logowania i hasta
(oraz domeny, jeieli istnigje) systemu Windows

ok

Confirm twice with the OK button. Go to Additional settings... Check: Specify authentication mode and select
User or computer authentication from the drop-down list. Select Enable single log-in to this network.

Advanced settings hed
802, 1¥ settings

Spedfy authentication mode

User authentication ~ Save credentials

User or computer authentication
Computer authentication
User authentication

[JEnable single sign on for this network

Perform immediately before user logon

Perform immediately after user logon

Maximum delay {seconds): 10 =

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

Cancel

Click: Save Credentials. Confirm all open windows with the OK button. You can now connect to the network.

8.2.2. Verification of policies operation

After the correct configuration of network settings on the Windows 11 (NT1) test machine, check on the
network card whether the connection has been established. Disable the first network card of the computer
and enable the second. Verify in Authorization Events whether there was a record of correct authorization
and what type was used. Check what policy allowed, what VLAN, and what IP address was assigned.

Log in to the network device and execute these commands:
show dotlx all summary oraz show dotlx interface gigabitEthernet 1/0/1 details.

More details in Cisco C1000: show authentication sessions interface gil/e/1 det

Then log off the user from the system and repeat the steps above:
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Authorization event

Timestamp
Authorization result
Authorization type
Endpoint MAC
Username

Identity personal device

Network device MAC

Network device IP
WiFi network
Port

AP name

Additional information
device type

mwd url

Authorization rule

WVLAN

Message

Reject reason

Validation action

Manufacturer Usage Description URL

System node ID

Hostname
Vendor identifier
Gateway |P address

Client IP address

8.3. TLS Client configuration

8.3.1. TLS client configuration via GPO

On the domain controller (XX-DC Machine), search and open: Group Policy Management.

Go to Group Policy Objects —in order to do this, in the domain structure window, expand:

O @&
Best match

Group Policy Management
Desktop app

£ group policy manak;:'n‘:—m

2021-06-30 17:19:52

aCcCess

PEAP
@ Ooo0:0c:29:72:86:106
€ ENTERPRISE/TesterB

0 NT002 . enterprise_test
70:C8:CE:FA:%4:C4 © @

@ 1012.0.1-5G350

1 (gi1) | $

€@ 802.1x WiFi
@ vLAN 20

1 - master

NTOO2
MSFT 5.0

€ 10.12.20.200
©10.12.20.102

Filters ~~

Forest > Domains > selected domain or organizational unit.
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Right click on Group Policy Object and select: New.

= Group Policy Management
1ZL File Action View Window Help
e=|nm a8/d| dE

8 x

2 Group Policy Management
~ _ﬁ Forest: karel.local
v |54 Domains
~ &g karollocal
= Default Domain Policy
» [2] Domain Controllers
> (2] KOMPUTERY Z WINDOWS 10
~ | = Group Pelicy Objects
=/ Default Domain Controllers Palicy
=[ Default Domain Policy
=] New Group Policy Object
> [F WMI Filters
> _B Starter GPOs
[ Sites
i Group Policy Modeling
[ Group Palicy Results

Group Policy Objects in karol.local
Contents ' Delegation

=
Name

:E:r Default Domain Controllers Policy
=/ Defauit Domain Policy
= New Group Policy Object

GPC

Ena
Ena

5 Group Policy Management
2L File Action View Window Help
=75 d|c|H6E

Create an unlinked GPO

15 Group Policy Management
v _ﬁ Forest: karol.local
v [55 Domains
~ & karollocal
= Default Domain Pelicy
5 [2] Domain Controllers
> |2 KOMPUTERY Z WINDOWS 10
~ |5 Group P-f—-nbi-—t-
=/ Defi
=/ Defi Back Up All...
5 Nev Manage Backups...
’ _{7 WMI Fil Open Migration Table Editor
» L] Startert
[ Sites View
¥ Group Policy N
[4 Group Policy R

New Window from Here
Refresh

Help

Group Policy Objects in karol.local
Conterts | Delegation

7
Name

:E:r Defautt Domain Controllers Policy
|=[ Defautt Domain Palicy
_EJ New Group Palicy Object

GPC
Ena
Ena
Ena

In the window that appears, enter a name for the new GPO and click OK.

L Group Policy Management
& File  Action View Window Help
L AR 1ol = RRN 7 Bo

2 Group Policy Management
v & Forest: karol.local

Group Policy Objects in karol.local
Contents  Delegation

v |55 Domains
v 3 karollocal
=/ Default Domair|

Mew GPO

Name:

X

> 2] Domain Contrg

- [s02.14
5 [Z] KOMPUTERY Z

v |5t Group Policy O 55,ce Starter GPO:

= Default Dony )
= Default Don

=[ New Group
> [ WMI Filters

» [ Starter GPOs
[ Sites
65 Group Policy Medeling
(4 Group Policy Results

GPC
Ena
Ena
Ena

Select an option from the context menu and select: Edit... for the new

GPO:
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2 Group Policy Management — [m| X
5 File Action View Window Help

= HE e X6 HE

2 Group Policy Management 802.1%
v —ﬁ Fl_)rest: karol.local Scope  Details Setings Delegation Status
v [55 Domains Links
~ & karollocal
= Default Domain Policy Display links in this location karol local v
» [0 Domain Controllers The following sites, domains, and OUs are linked to this GPO:
> 2] KOMPUTERY Z WINDOWS 10
~ [ 5 Group Policy Objects Location Enforced Lr
=/ 802.1x
_=J Edit...
=/ Defau
=/ Defau GPO Status ) < >
= ¢| 1
- g Ne.wc Back Up... Security Filtering
> L WMI Filte
s :E Starter GP Restore from Backup... The settings in this GPO can only apply to the following groups, users, ar
| @ Sites Import Settings... Name
fr:'%':’ Group Policy Mo Save Report... gmhermcaied Users
|4 Group Policy Res )
.| View > 1 - -
Open the GPO editor Mew Window frem Here
Copy
Delete
Rename
Refresh
Help

In the Group Policy Management Editor search for: Services (Computer Configuration > Preferences > Control
Panel Settings > Services).

_=I Group Pelicy Management Editor - ul X
File Action View Help
e n@Elbolmd: BRI RO+
1] 802.1x [W2009. KAROL.LOCAL] Policy -
o iy .
~ % Computer Configuration qar rv
5> [ Policies g-¥ Se 1Ces
~ [ Preferences
> ] Windows Settings
~ (5] Control Panel Settings
Data Sources
2 Devices
5§ Folder Options
#G Local Users and Groups
(@ Network Options
19, Power Options
3 Printers
() Scheduled Tasks

£y Services

> i User Configuration Description

Order  Action Startup Account

Processing
There are no items to show in this view.

No policies selected

Preferences

Services

Select an option from the context menu select the New option and next: Service.

NACVIEW system manual 56



(©3)NACVIEW

= Group Policy Management Editor - m} ®
File Action View Help

e HE 0 md:z BE DO+

5[ 802.1x [W2009.KAROL LOCAL] Policy 3

13 .
~ & Computer Configuration hre rv

> [ Policies A Se 1ces

v [ Preferences

> [ Windows Settings Processin

0

~ [ Control Panel Settings There are no items to show in this view,

3 Data Sources

2 Devices
(' Folder Options New Pt

# Local Users and Groups e 4|
Network Options e
13 Power Options Refresh

&b Printers

(& Scheduled Tasks View

9 Services

> 4% User Configuration Description

Order  Action Startup Account

Arrange Icons

Line up lcons

No policies selected

Help

Preferences f, Extended # Standard

|Add a service item for managing system services

Set the parameters as on the screen below to configure the automatic start of the supplicant service on end-
user computers with Windows. Leave the Recovery and Common tabs unchanged:

dot3svc Properties X

General Recovery Common

%} Startup: | Automatic i

Service name: dot3sve

Service action: Start service sl

Wait timeout if service is locked: [ 30 |5 seconds

Log on as:
(®) Mo change
(O Local System account
Allow service to interact with desktop
() This account:
Password:

Confirm password:

Cancel Apply Help

Go to security settings (Computer Configuration > Policies > Windows Settings > Security Settings), right click
on Wired Network (IEEE 802.3) Policies and select: Create A New Wired Network Policy for Windows Vista and
Later Releases.
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I2] Group Policy Management Editor
File Action View Help

e nEd= 0
& Computer Configuration ~ [ Name Description
v [ Policies
» [ Software Settings There are na items to show in this view.

v ] Windows Settings
] Name Resolution Palicy
|2 Scripts (Startup/Shutdown)
= Deployed Printers
~ h Security Settings

> G Account Policies
3 Lecal Policies
i Event Log
(74, Restricted Groups
("4 System Services
4 Registry
(74 File System
21/ Wired Network (IEEE 802.3) Policies
|| Windows Defender Firewall with £ Create A New Wired Metwork Policy for Windows Vista and Later Releases
] Network List Manager Policies
Zaf Wireless Network (IEEE 802.11) Po
] Public Key Policies Refresh
[ ] Software Restriction Policies
[ Application Control Palicies
\g IP Security Policies on Active Dire Help
> [ Advanced Audit Pelicy Configuration o H

>

View >

Export List.

In the window that appears, in the General tab, give the new policy a name:

WIRED 802.1x Properties X
General  Security

Settings defined in this policy will apply to all LAN interfaces of dient
machines

Palicy Mame;

Description:

Sample Description

¥ Use Windows Wired Auto Config service for dients

[~ Windows 7 and later palicy setting:
I™ Don't allow shared user credentials for network authentication

™ Enable block period (minutes): 20 =

s | sonly

Now go to the Security tab and set parameters as shown on the screen below:

WIRED 802.1x Properties X
General ~Security

[¥ Enable use of IEEE 802. 1X authentication for network access

Select a network authentication method:

IM\cmsoﬂ: Smart Card or other certificate ;I Properties. .. I

Authentication Mode:

IUSE! or Computer authentication ;I

Max Authentication Failures: 1 =

[~ Cache user information for subsequent connections

to this network
Advanced. ..

oK Cancel Apply

Click the Properties... button, then set parameters according to the screen below. Select a certificate from the
list: pki.enterprise.test and confirm with OK.
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Srnart Card or other Certificate Properties X

—When connecting:

" Use my smart card Advanced

& Use a certficate on this computer
¥ Use simple certificate selection (Recommendad)

I Verify the server's identity by validating the certficate —

[T Connect to these servers [examples:srel sm2: ™ srv3h com]:

Trusted Fioot Certification Authorities

R Betinors e Tt Foot | ~
"1 Class 3 Public Primary Cerification Authority

[ DigiCert Assured ID Roct CA

] Microsaft ECC Product Root Certfiicate Authority 2018

] Microsoft ECC TS Roat Certificate Autharity 2018

] Microsoft Root Autharity

] Microsaft Root Certificate Authority

] Microsoft Root Certificate Authority 2010 v
< >

View Certificate

[T Don't prompt user ko authorize new servers or tusted certification
authorities.

I Use a diferent user name for the connection

|

Click on Advanced... and set your parameteres as the below screen shows:

Advanced security settings X

rIEEE

r

.Max Eapol-Start Msgs: }j“eld Period (seconds):
3 3: 1

Start Period (seconds): Auth Period (seconds):
5 3: 8
Eapgl-Start Message:
[Transmit per IEEE 802, 1 |
~Single Sign On

¥ Enable Single Sign On for this network
@ perform immediately before User Logon
" perform immediately after User Logon

Max delay for connectivity(seconds): I 10 3:

Allow additional dialogs to be displayed during Single
I~
Sign On

= This network uses different VLAN for authentication
with machine and user credentials

OK | Cancel

GPO is operational now. Close all modal windows now and confirm with OK.

Now connect the new GPO to the existing group of objects (Test Division) to which the new settings are to be
applied. To do this, right click on the given group of objects, and then select: Link an Existing GPO... Select the
GPO you have just configured and click OK:

Select GPO X

Look in this domain:

karol.local v

Group Policy objects:

Name

802. 1x

Default Domain Controllers Policy
Default Domain Policy

New Group Policy Object

s
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In order to speed up the replication of the new GPO, run (with administrator privileges) PowerS-hell on the
server where you configured it. Use the repadmin /syncall command and confirm. If replication is successful,
you will see a message saying: ‘SyncAll terminated with no errors’:

EM Administrator: Windows PowerShell — O X

Wait for the settings to propagate to computers in the domain. From now on, the supplicant on the end de-
vices is configured. For a larger network, you can add more policies to allocate appropriate resources based
on identity, authorization type, and/or object groups.

To successfully authenticate computers and users with NACVIEW based on their certificates, request (from
the workstation) separate certificates for these objects.

8.3.2. Verification of policies operation

After the correct configuration of network settings on the Windows 11 (NT-1) Test Machine, check on the
network card whether the connection has been established. Verify in Authorization events whether there
was a record of correct authorization and what type was used. Check what policy allowed, what VLAN, and
what IP address was assigned.

ciscol2({config-1if)#do show dot1

MAC Auth Auth  Session VLAN
Username Address Method Server Time

d 882.1X Remote BO8

F:54 MAC Remote 88
51 MAC Remote 00

Log in to the network device and follow the instructions: show dotlx all summary oraz show dotilx
interface gigabitEthernet 1/0/1 details.

More details in Cisco C1000: show authentication sessions interface gil/e/1 det

Then log off the user from the system and repeat the steps as explained above.
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9. Other settings

9.1. Backup
Select Backup from the list of wizards. Configure data and log backup to a remote location. To do this, go to
editing and complete the form by entering the following data:
- Protocol: SMB
- Protocol version: 3.0
- Remote host: 10.XX.166.2
- Directory: \NV_Backup
- Username: administrator@enterprise.test
- Password: NACVIEW_SZKOLENIE22
- Backup rotation: enabled
- Interval: every month
- Include logs: No

Save your set values. To upload changes to the system, press: Run configuration. The system will set the
required parameters within 5 minutes.

9.2. Automation
From the NACVIEW main menu select: Automation (Configuration section). Now click: Create new, and next:
Supplemetal Automation. Complete the form with the following data:

- Name: Clone network devices

- Mode of operation: Create a network device

- Subnetworks: 10.XX.166.0/24

- SNMP agent secret: NVPrivate

- Notification: admin@nacview.com

NEW AUTOMATION

Show/hide schedule tutorial

Name*

Description 2]
4
Notes 2]
4
Active

Enable monitoring
Merge data Q
Mode of operation* | Create network device v

Netwaork device to clone -

Now click Save to confirm your settings.
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9.3. Autodiscovery

From the mani menu select: Autodiscovery. Then filli in the form:
- SNMP version: v2c

- SNMP agent secret: NVPrivate

- Subnetworks: 10.XX.166.0/24

Click Save, and next start scanning. The following message should be appear: ‘The searching process for devices
in subnets is active!’. To see the found objects, click Refresh. Select the found objects with the Select all box,
and then select: Clone network devices from the drop-down menu. Click: Execute. In the newly opened
window, run automation simulation by clicking: Run now.

AUTODISCOVERY

Wersja SNMP* | vZc v
Sekret agenta SNMP* | private

Skanowane podsieci* || € 10.12.0.0/24 = x

+ SNMPv3 - opcje

ODNALEZIONE BRAKUJACE URZADZENIA SIECIOWE

Q, Rozpocznij skanowanie

Ostatni proces uruchomiono 2021-07-14 15:00:57.
Stworz automatyzacje uzupetniajgce by moc je zweryfikowac dla urzgdzen na ponizszej liscie

Zaznacz wszystko Host Nazwa Opis Lokalizacja SNMP wersja

Wybierz dla automatyzacji + Nowe urzadzenie sieciowe Q021210200 R FQIErOSICHE: 3
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ODNALEZIONE BRAKUJACE URZADZENIA SIECIOWE

Q, Rozpacznij skanowanie

Ostatni proces uruchomiono 2021-07-14 15:00:57.

Wybierz automatyzacje by sprawdzi¢ jej dziatanie na podstawie urzadzen sieciowych z listy ponizej.

Klonowanie urzad... -
Pokaz tylko dopasowane

Zaznacz wszystko Host Nazwa Opis

Wybierz dla automatyzacji < Nowe urzadzenie sieciowe Ul ot liasa ol el

WYNIK TESTOWANIA AUTOMATYZACJI NA WYBRANYCH URZADZENIACH SIECIOWYCH

Uwaga! Uruchomienie reczne automatyzaciji wykona sie na wszystkich urzadzeniach, ktére zostang dopasowane wediug wzorca zdefiniowanego dla tej automatyzaciji.
Ograniczenie do wybranych (tutaj) urzadzeri sieciowych nie obowigzuje! To narzedzie przeznaczone jest wytacznie do testowania automatyzacii.

10.12.0.200 (CHR-BR)

RouterOS CHR

Wykonano pomy$inie automatyzacje.
Credentials: SNMP_PUBLIC (public), SNMPv3
SNMP host 10.12.0.200 connected

Processing 10.12.0.200 SNMP host

Failed to obtain MAC address for SNMP host
Using user profiling definition extremeos

No match

9.4. Daily report (system status)

In order to go to the daily report, select Summary report from the main menu in the Dashboard section. Go
through all the sections in the report:
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Nodes Report

DZIENNY RAPORT PODSUMOWUJACY (2021-06-30 01:02)

Raport z nodéw

R cevel nacview.com (10.10.6020) | MASTER Ostatni czas dostepu Monitoring: € 2021-06-30 01:00:15

Uiycie CPU (%) Uzycie RAM (%) Uiycie HDD (%) ping Ohcigienie Autoryzacji (ostatni tydzieri)

A\ W systemie nie skonfigurowano usfugi HA.
W przypadku awarii wezta MASTER, wezet SLAVE umoliwia podtrzymanie poprawnego

systemu. Zaleca sig ustugi HA. Przejds do: Kreator klastra

30 most recent critical events

30 ostatnich krytycznych zdarzent

Data i czas e status Wiadomosé

2021-06-2804:04:57  sysinfo Przekroczono czas oczekiwania 500 ms dla pojedyncze; transakeji RADIUS: 13671908 ms
2021-06-28 04:04:57  sysinfo Przekroczono limit 5000 transakcji na sekundg dla RADIUSa: 41015724
2021-06-2704:04:57  sysinfo [ ot ] czas 500 ms dia transakeji RADIUS: 13660525 ms
2021-06-2704:04:57  sysinfo Praekroczono limit 5000 transakcji na sekundg dla RADIUSa: 40881575

2021-06-26 04:04:57  sysinfo Praekroczono czas oczekiwania 500 ms dla pojedyncze] transakeli RADIUS: 13742899 ms
2021-06-2604:04:87  sysinfo Praekroczono limit 5000 transakeji na sekunde dla RADIUSa: 41228697
2021-06-2504:04:57  sysinfo Przekroczono czas oczekiwania 500 ms dla pojedyncze] transakci RADIUS: 13672117 ms
2021-06-25 04:0457  sysinfo Praekroczena limit 5000 transakeji na sekunde dla RADIUSa: 41016351

2021-06-23 04:0454  sysinfo Brzekroczono czas oczekiwania 500 ms dla pojedyncze] transakgji RADIUS: 13656381 ms
2021-06-2304:04:54  sysinfo @EETD Przckroczona limit 5000 transakci na sekundg dla RADIUSa: 40969143

2021-06-19 04:0458  sysinfo Brzekroczono czas oczekiwania 500 ms dla pojedyncze] transakgji RADIUS: 13665226 ms
2021-06-1304:04:58  sysinfo Przekroczono limit 5000 transakeji na sekunde dla RADIUSa: 409956578

Authorization report

Raport z autoryzacji

Obcigienie Autoryzacji (estatnia doba)
Wykres przedstawiajacy godzinowe obcigzenie autoryzacii w ciggu ostatniej doby.
Kolerem niebieskim zostaly prredstawione autoryzacje zaakceptowane, a kolorem czerwonym odrzucone.

DHCP Report

Raport DHCP

Obcigtenie DHCP {ostatnia doba)

Wykres przedstawiajcy godzinowe obeigienie serwerdw DHCP w ciagu ostatnie] doby.
Kolorem zielonym zostaly przedstawione zdarzenia DHCP typu ACK, kolorem czerwonym zdarzenia typu NAK, a

kolorem Ziltym typu DECLINE. kolarem 761ty typu DECLINE.
= = 22 14
. et 25
* 72 7 ] 7 = Eif 1]
W ow o . % . % e =
E © -
x| — " — -
ul ¥ 00 g4y
oy
. 0
b ol
Lo L il H il ks § B 1o - — 1 P I .
L E: I 1% L 50l 16 e
s 8886888885688 8888°658§E AR N ] % ] ) B & % 2
[ R ERE R R H H i H 3 3 3 1 3
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Obcigienie Autoryza
Wykres przedstawlajqcy dobowe obcigzenie autoryzacji w ciagu ostatniego tygodnia.
Kelorem

(ostatni tydzien)

zostaty pe autoryzacje

s s 7
33
.

Obcigtenie DHCP [ostatni tydrier)

Kolorem zielony

2 kolorem czerwonym odrzucone.

100

30

Wykres przedstawiajacy dobowe obcigtenie serwerdw DHCP w ciagu ostatniego tygodnia.
zostaly przedstawione adarzenia DHCP typu ACK, kolorem czerwonym zdarzenia typu NAK, a
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Top 30 Busy Ports

Top 20 ruchliwych portéw

Urzgdzenie sieciowe Srednia ruchu sieciowego na wszystkich portach Ruch sieciowy

Praych. Wych.

I NGE-WIC-S508  (172.25.4.232) 0%

Network devices report
Raport z urzgdzer sieciowych

M eduroam1 (150.258.173.62)

Ostatnio widziany © srak danych Ping Utycie CPU (%) Uiycie RAM (%) Obcigienie Autoryzacji (ostatnia doba)
Konfiguracja @ Brak zmian " Error oraing Graph Srrer oraving rach
Lokalizacja <Nie ustawiono>

Oprogramowanie NACVIEW (2.3.13)

Uptime wylaczony

R eduroam? (150.258.173.123)

Ostatnio widziany @ srak danych Ping Utycie CPU (3) Uiycie RAM (%) Obcigienie Autoryzacji (ostatnia daba)

Konfiguracja @ Brak zmian Errer oraving Gragh

Lokalizacia <Nie ustawiono>

‘Oprogramowanie NACVIEW (2.3.13)

Uptime wylaczony “

DHCPU untrusted servers

Niezaufane serwery DHCP

Z biezacego okresu Z ostatniego miesigca

Adres serwera DHCP Adres serwera DHCP

10.10.60.1

10.10.60.1
192.168.5.1 192.168.5.1
10.10.0.129 10.10.0.1
10.10.0.1 10.10.0.129
10.10.60.20

To view the system status, select m the button from the navigation bar. Analyze the individual elements in
this section.

System status

0

x = system.company.local
G Last changed: 13-08-2023 14:55:13
© License: Company

& Active Directory and external
authorization

© certification Authority
+] System storage

A\ SMTP server and mailing
o SMTP server configuration error.

+] Logs server status
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9.5. E-mail templates
From the main menu select: E-mail template (Administration section ), and then, go to:

Manage global templates. To modify the value, click the edit button () for the PL language - there is a
default message template there, in HTML. You can freely modify it - just remember to keep the following code:
{% block content %}{% endblock %}, which contains the content of the message. Modify the template content
and click Preview to check your changes.

EDYCJA SZABLONU GLOBALNEGO

1 «!'doctype html> ~
2 <html>
4 <head>»
<meta charset="utf-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>NACVIEW</title>
B <style type="text/css">
] body {
10 margin: 20px 0 20px 0;
11 }
12 v
< >

@ rodglad 2 zapisz | wyjd# P& Powrét do listy

Finish editing by saving the template.

9.6. Printout templates

From the main menu select: Print Template (Administration section). Then select the existing template and
click Edit. Change any value in the template and click Preview to check your changes:

EDYCIA

Zmienne jakie moZna wykorzystac w szablonie:

{{ entity.name }} - imie tozsamosci,

{{ entity.surname }} - nazwisko toisamosci,

{{ entity.identificationDocument }} - numer identyfikacyiny dokumentu tozsamosci,
{{ entity.login }} - login tozsamosci,

{{ entity password }} - hasto dla tozsamosci,

{{ entity.validTo|date }} - data wainosci tozsamosci.

‘W szablonie moina wykorzystac style css, naleiy je zdefiniowac w szablonie lub wybranym tagu html.
Dozwolony jest réwniez tag html "img", zawartos¢ obrazka musi byé przekazana metoda base64.

Nazwa* | Print to PDF
Typ wydruku* | Drukowanie do PDF o
Etykieta przycisku® | Print to PDF (5]
Podglad szczegstow €
Dodaj nowa pozycje €

Akcje grupowe €

Aktywny [

Szablon*

1 <table width="550"> &
<tr><td align="center" width="100%">

<b>CSWIADCZENIE UZYTEOWNIKA</b><br />

4 </ed><fer>

W

& Podglad | SENEIE W powrdt da listy

Then select Identities from the main menu. Now click: ®  and select: Print Card.
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TOZSAMOSCI #Edyty) | T¥podgladtozsamoici | M Carbyfikaty | B .
Q Dodaj nowa pozycie | X Dodaj wiglekont | 2 Importuj z pliku Qo0odajkontazdrapki & Zaznacz wszystko | B8 Akge grupowe - ® P POF card - DS | #WWiFi - printout
Upusé nagléwki kolumn tuta], aby 2grupowa dane. Uzytkownik
| 1 b imig i Nazwiska i E-mail 1 Rodzajinumerdokumentutoz.. | Danek

4 Foprzedni | Nastgpny =+

Utworzyt admin@nacview.com @ 2021-06-30 13:09:50
@ = Aktualizowat: admin@nacview.com @ 2021-06-30 13:03:50
@ = Imig Uiytkownik
a = Uiytkownik Godcinny CCC 123456 Drugie imig
Nazwisko Goscinny

E-mail

Go back to the print template, change the print type to: Print to HTML and check the result as shown above.

10. OTP Fortigate
10.1. FortiGate and NACVIEW Configuration

After you have got logged into the Fortigate 10.XX.166.21 CLI console (admin/NACVIEW _SZKOLENIE22),
execute the following commands:

config system global
set remoteauthtimeout 30
end
config user radius
edit NACVIEW
set server "10.XX.166.3"
set secret NACVIEW_SZKOLENIE22
set radius-port 1817
set auth-type pap
next
end

After you have got logged into the GUI Fortigate https://10.XX.166.21 (admin/NACVIEW_SZKOLENIE22), go to
menu: User & Authentication, and next - to the User Groups tab. Create a new group with the +Create New
button. Then set the parameters as shown in the picture below:

Name NACVIEW

Type
Fortinet Single Sign-On (FSS0O)
RADIUS Single Sign-On (RS50)
Guest

Members. +

Remote Groups

# Edit || @ Delete

Remote Server = Group Name =

a NACVIEW
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Go to the VPN menu, open the SSL-VPN Settings tab and configure the VPN connection settings as in the
picture below. Go to the VPN menu, open the SSL-VPN Settings tab and configure the VPN connection
settings as in the picture below.

Generate a new certificate for connections, name it e.g. forti.enterprise.test

Connection Settings €@

Enable SSL-VPN [ &)
Listen on Interface(s) ™ port2 x
+
Listen on Port 10443 °
o Web mode access will be listening at
https://10.18.255.253:10443
Server Certificate ) forti.enterprise.test hd

Redirect HTTP to SSL-VPN (b

Restrict Access Pl T =R TG N Limit access to specific hosts

Idle Logout »
Require Client Certificate

Tunnel Mode Client Settings €

Address Range Automatically assign addresses Il d RIS G0 SN ETEES

IP Ranges I3 SSLVPN_TUNNEL_ADDR1 x
+
DMS Server Same as client system DNS
DNS Server #1 10.18.166.2
DNS Server #2 0.0.0.0

Specify WINS Servers (B

Web Mode Settings

Authentication/Portal Mapping @

# Edit W Delete B4 Send SSL-WPN Configuration

Users/Groups = Portal &

= NG-20 full-access

All Other Users/Groups full-access

In the next step, go to the Policy & Objects menu, to Firewall Policy tab. Add a new firewall rule with the buton.
Add a new firewall rule with the +Create New button. Configure the settings as shown in the picture below:
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Name @ SSLWVPN
Incoming Interface =) SSL-VPN tunnel interface (ssl.roo
Qutgoing Interface ™ portl -
Source T SSLWPN_TUNMNEL_ADDR1 x
& NG-20 x
+
Destination 2al x
+
Schedule [@ always -
Service AL x

+

Action L av.(oleaul @ DENY
Inspection Mode REGINEEEGE Proxy-based

Firewall/Network Options

NAT >
Protocol Options default - &

Security Profiles
AntiVirus

Web Filter

DNS Filter
Application Control
IPS

File Filter

GeoUel

SSL Inspection no-inspection - &

Logging Options

Log Allowed Traffic [ 8] All Sessions

Generate Logs when Session Starts ()

Comments | Write a comment... +#0/1023

Now confirm with OK.

Go back to NACVIEW now. Open the menu and select: Network Devices (Network section). Click: Create new
Item. Complete the fields: IP address, Radius communication key (after clicking the Change/set password
button), OTP Options (drop-down list at the end of the form), entering data for the FortiGate system:

Number of ports: 3

IP address: 10.XX.166.21

Name: XX-FTG

RADIUS key: NACVIEW_SZKOLENIE22
+OTP options:

Token source: NACVIEW Authenticator

OTP parameter: Fortinet-Group-Name
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Now save your set values.

SMS message
Reply message
Token life time | 300 <
Is the format: password#token D

Token source | nacyIEW Authenticator M

OTP object groups -

OTP parameter | portinet-Group-Name v

10.2.Configuration of Nacview Authenticator application

In the Nacview Authenticator application, you need to enter the login and the code, which can be checked in
Objects - Identities = Identity Details (double-click on a specific identity) = Code. This code can also be found
in the Two-factor authentication submenu. You must also provide a PIN to secure access to the application.
After configuring the account, you can generate a one-time access code using the Generate button.

A Drukuj kartg

kacper.doktor

First name Kacper

Middle narme

Last name Doktor

E-mail

Created 2022-09-05

ID Card

Authorization server ENTERPRISENdentities

Login kacper.doktor

Alternative login kacper.doktor @enterprise.test
Password

Code BsaNE3tu @ 3 Reset code

Id in external source of authentication  CN=Kacper Doktor,0U=Headquarters, OU=Test...

10.3. VPN Client Configuration

After you got logged in to the XX-NT3 machine (login: TesterVPN, password: NACVIEW_SZKOLENIE22), enable
FortiClient VPN and select: Configure VPN.

Enter your connection details and click Save.
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@ FortiClient
File Help

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

New VPN Connection

Connection Name [NV_SZKOLENIEZZ

Description |

Remote Gateway [10.18.255.253
+Add Remote Gateway

Customize port | 10443

[] Enable Single Sign On (SSO) for VPN Tunnel

Client Certificate | None

Authentication o Prompt on login () Save login
D Enable Dual-stack IPv4/IPvé address

BT TN

Afterwards, enter the user details previously configured in the NACVIEW Authenticator and click:

Connect.

User settings Code generation

Login*

kacper.doktor@enterprise.test Login: kacper.doktor@enterprise.test

Secret *

8saNE3tu

Pin Your verification

code:

222314

2 o ? 2 or ?
User settings Code generation Help User settings Code generation Help
1 O < 1 O <
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